Ipuioxenue 2.
HNudopManuoHHasi IaMATKA /11 00y YOI XCH

C KaXX1bIM TOJIOM MOJIOJICKH B HHTEPHETE CTAHOBUTCS OOJIbIIIE, a IKOJIbHUKU OJTHU U3 CaMbIX
AKTUBHBIX moJyib3oBarened PyHera. Mexay TeM, IOMUMO OIPOMHOIO KOJHAYECTBA
BO3MOKHOCTEM, HHTEPHET HECET U MPOOJIEeMbI. DTa maMsATKa JOJKHA TIOMOYb Tebe 0e30macHo
HaXOJHUTbHCS B CETH.

KomnbroTepHbie BUPYCHI

KomnbroTepHblld BUPYC - 3TO Pa3sHOBUIHOCTHh KOMIIBIOTEPHBIX MPOTPAMM, OTIIMYHUTEIBHOU
O0COOEHHOCTBIO KOTOPOM SIBJIIETCSL CIIOCOOHOCTh K Pa3MHOXKEHHIO. B nomonHeHue x 3ToMmy,
BUPYCHl MOTYT TIOBPEIUTb WM TMOJHOCTHIO YHUYTOXKUTh Bce (halabl M JIaHHBIE,
[OJKOHTPOJIBHBIE IOJB30BATEN0, OT MMEHHM KOTOpOro ObUla 3alylleHa 3apa)KCHHas
IporpaMMa, a TakXe MOBPEIMTh WIH J1a)K€ YHUUYTOKUTH ONEPALUOHHYIO CUCTEMY CO BCEMU
(aitiamu B 11es10M. B O0JIBIIMHCTBE ClIydyaeB paclpoOCTPaHIIOTCS BUPYChl U€pe3 UHTEPHET.

MCTO}II)I 3allIUThI OT BPCAOHOCHBIX ITPOrpaMM:

1. HCHOHLSYﬁ COBPCMCHHBIC OIICPAIIMOHHBIC CHUCTCMbI, HMCHOIINC CGpBGSHBIﬁ YPOBCHb
3alIUThI OT BPCAOHOCHBIX IMPOrpaMM,

2. TlocrossHHO ycTaHaBiuBaid mayTu (IU@POBBIE 3aIUIaTKH, KOTOPHIE ABTOMATHYECKU
YCTAaHABJIMBAIOTCA C 1ENIbl0 JOpPa0OTKM MpOrpaMMbl) W Jpyrue OOHOBIEHHUS CBOEH
orepannoHHOM cuctemMbl. CkauMBail X TOJNBKO ¢ o(UIIMATBLHOTO caiita pa3padoTunka OC.
Ecnu cymecTByeT pexum aBTOMaTHYECKOTO OOHOBJICHHS, BKIIOUH €T0;

3. Paboraii Ha cBOEM KOMIIBOTCPC IO IMpaBaMM I10JIB30BATCIIA, 4 HC aIMUHHUCTPATOpPA. 910
HC TIIO3BOJIHUT 6OJII>I]II/IHCTBy BpPCAOHOCHBIX IIpOorpaMM HHCTAJUIMPOBATBCA Ha TBOCM
IICPCOHATIBHOM KOMIIBIOTCPC,

4. Hcronb3yil aHTHBHUPYCHBIC NPOTPAaMMHBIC IPOIYKTHI H3BECTHBIX ITPOU3BOJMTEIICH, C
aBTOMaTHYECKUM OOHOBJICHHEM 0a3s;

5. Orpannub (HpU3NYECKUI TOCTYN K KOMIIBIOTEPY JJISI IOCTOPOHHUX JIUIL;

6. Ucnonp3yil BHENTHUE HOCUTENW MH(POpMaNUU, TaKue Kak (Quiemka, TUCK Wi ¢ain u3
WHTEPHETA, TOJIBKO U3 TIPOBEPEHHBIX NCTOYHHUKOB;

7. He oTkpbIBaii KOMIIBIOTEpHBIEC (Pailiibl, MOTyYEHHBIE U3 HEHAIEKHBIX UCTOUYHUKOB. [laxke Te
¢aiinbl, KOTOpBIE MIPUCIAT TBOM 3HAKOMBIN. JIydriie yTouHu y HEero, OTIpaBisii U OH TeOe UX.

Cern WI-FI

Wi-Fi - 5T0 He BuA mepefaun JaHHBIX, HE TEXHOJIOTHS, a BCEro JHIIbL OpeH I, Mapka. Eiie B
1991 romy Humepmanackas kommnanus 3apeructpuposana operan "WECA", aro o6o3nauano
cnoBocouetanue "Wireless Fidelity", koTopsrii mepeBoauTcs kak "0ecripoBogHasS TOYHOCTH'.

Jlo Hamrero BpeMeHH JIoNuIa apyras ab0peBuarypa, KoTopas siBIsICTCS TAKOH K€ TEXHOJIOTHEH.
Oto abopeBuarypa "Wi-Fi". Takoe Ha3BaHue OBLIO JAHO C HAMEKOM Ha CTaHJApT BBICIIEH
3ByKoBOM TexHukH Hi-Fi, uTo B mepeBojie 03HavaeT "BbICOKAsI TOUHOCTD'.



Jla, OecruiaTHBI HMHTEPHET-IOCTYN B Kade, OTeNIX U a’pornopTax SBIASETCS OTIMYHOU
BO3MOKHOCTHIO BBIXOJla B MHTEpHET. HO MHOrHMe sKCHepThl CYUTAIOT, YTO OOIIEAOCTYITHbBIE
Wi-Fi cetu He aBISIOTCS 0€30IMaCHBIMMU.

CoBeThI 10 0€30MacHOCTH pabOThI B 00MIeI0CTYMHBIX ceTsax Wi-fi:

1. He nepenagaii cBoro nuuHyto uHpopmaiuio uepes oduienoctynusie Wi-Fi cetu. PaboTas B
HUX, J)KEJIaTeIIbHO HE BBOAUTH MApOJIH JIOCTYIIA, JOTUHBI K KaKUe-TO HOMEpa;

2. Vcnonp3yit m OOHOBISAM aHTUBHPYCHBIE MpOTrpaMMbl U OpaHaMayep. TeM caMbIM Thl
oOe3omacuilb ceds 0T 3aKaYKu BUpyca Ha TBOE YCTPOHCTBO;

3. IIpu ucnonszoBanuu Wi-Fi otkmtoun Qynknuro "OOmuii 1ocTyn K ¢aityiam u npuHtTepam’.
JlanHast QyHKITUS 3aKpbITa 10 YMOJTYAHUIO, OJTHAKO HEKOTOPHIE MOJIb30BaTEIN aKTUBUPYIOT €€
JUTsl yI0OCTBA UCTIONB30BaHUs B paboTe miu yueoe;

4. He ucnonb3yii nyonmuunbii WI-FI niist nepenaun TMUHBIX JaHHBIX, HAPUMEP JUIsl BBIXOAA
B COLIMAJIbHBIE CETU WU B DJIEKTPOHHYIO I10YTY;

5. Wcnonp3yit Tosbko 3amuiieHHoe coequnenue uepe3 HTTPS, a ue HTTP, 1.e. nmpu Habope
BeO-aapeca BBoaAM uMeHHo "https://";

6. B moOunsHoM Tenedone otkimtoun dhynkimio "Tloakmouenne k Wi-Fi aBromatuuecku'. He
JIOTyCKail aBTOMaTUYECKOT0 MOAKIIOYeHUs ycTpoiicTBa K ceTsiMm Wi-Fi 6e3 TBoero cornacus.

ConvajibHbBIE CeTH

CornuanbHble CETH aKTUBHO BXOJST B HAIly JKM3Hb, MHOTHE JIFOAM PaOOTAIOT U JKUBYT TaM
noctosiHHO, a B Facebook yxke 3apeructpupoBaH MHJUTHAP]T YEJIOBEK, YTO SIBJISCTCS OXHOU
CeIbMOM BCEX XKHUTEJICH IIaHEThl. MHOTHE IMOJIb30BATE/IM HE MMOHUMAIOT, YTO MH(pOpMAaIus,
pa3MeIleHHass UMM B COIMAILHBIX CETAX, MOXKET OBITh HaliJIcHa M MCII0JIh30BaHa KEM YT'OJIHO,
B TOM YHCJIe HE 00s13aTeNIbHO C OJIarUMU HaMEpPEHUSMHU.

OCHOBHBIE COBETHI IO 0€30IIaCHOCTH B COIIMAILHBIX CETIX:
1. Orpanuypb CIUCOK JIpy3eid. Y TeOs B APY3bAX HE JTOHKHO OBITH CIIYJalHBIX M HE3HAKOMBIX
JIIO/CH;

2. 3amumiai CBOIO 4acTHYIO ku3Hb. He ykaspiBail mapoiu, TenedoHsl, aapeca, JaTy TBOETO
POKIEHUS U IPYTYIO TUYHYI0 HHPOPMAIKIO. 3IOYMBIIIICHHUKA MOTYT MCTIOJIB30BaTh JIaXKe
UH(OPMAITUIO O TOM, KaK Thl U TBOM POJAUTEINN IUIAHUPYETE MPOBECTH KAHUKYJIBI;

3. 3amuimiail CBOIO PeIyTaIuIo - JEPKHU €€ B YMCTOTE U 3a7aBaii cebe BOmpoc: XoTes ObI ThI,
9YTOOBI pyTUe TOJBb30BATENId BHUIETH, YTO ThI 3arpykaens? [logymaii, mpexae 4emM 4To-TO
OITyOJIMKOBATh, HATICATh U 3aTPY3UTh;

4. Eciii ThI TOBOPHIIB C JIIOJIBMHU, KOTOPBIX HE 3HACHIb, HE UCIIOJIb3YH CBOE PEAIBHOE UMSI U
JAPYTYIO TNYHYI0 WHOOPMAIINH: UMSI, MECTO JKUTEIHCTBA, MECTO Y4eObI U TIpOYEe;

5. Nsberaii pasmemenns ¢otorpaduii B MIHTEpHETE, T/Ie THI M300paKeH HAa MECTHOCTH, TI0
KOTOPO¥ MOKHO OTIPEJIEITUTH TBOE MECTOIOIOKEHUE;

6. IIpu perucrpamuyu B COUMAIBHONW CETH HEOOXOIWMO HCIOJIB30BaTh CIIOKHBIC MApOJIH,
cocTosiue U3 OykB ¥ (P U C KOJUYECTBOM 3HAKOB HE MeHee §;



7. Jns couuManbHOM CeTH, MOYTHl M APYTUX CANTOB HEOOXOJUMO HCHOJIb30BAaTh pa3HbIE
napoau. Toraa ecinu Te0s B3JI0MAIOT, TO 3JI0YMBIIIEHHUKH OJIyYaT JOCTYH TOJIBKO K OJTHOMY
MECTY, a HE BO BCE Cpasy.

JJIeKTPOHHBbIE IeHbI'U

DNEKTPOHHbIE JEHBI'M - 3TO OYEHb YJOOHBIM CIOCOO TIJIaTeXel, OJHAKO CYIIECTBYIOT
MOUIEHHUKH, KOTOPBIE XOTST MOJIYYUTh 3TU JICHBI .

ONEeKTPOHHbIE JEHbIU TOSBUIMCH COBCEM HEJABHO W MMEHHO H3-3a STOTO BO MHOTHX
rocyJapcTBax J0 CUX MOP HE MPOMUCAHO PO HUX B 3aKOHAX.

B Poccun xe oHu (PyHKIMOHUPYIOT M O HUX YK€ MPOMUCAHO B 3aKOHE, IJI€ UX Pa3JIesoT Ha
HECKOJIBKO BUJIOB - aHOHUMHbBIE U HE aHOHUMHbIE. Pa3HuIla B TOM, YTO aHOHUMHBIE - 3TO T€, B
KOTOPBIX pa3pelaeTcss MpPOBOAMTH oOmepanuu 0e3 WACHTU(PHUKALUMU TMOJb30BaTENd, a B
HEaHOHMMHBIX UJICHTU(PUKALINS MTOJTb30BATENS ABIAECTCS 0053aTENbHOM.

Taxxe CICAYCT pa3indaTtb 3JJICKTPOHHBLIC (I)I/IaTHBIe JACHBI'M (paBHBI rocyaapCTBCHHbIM
BaJ'IIOTaM) " 3JICKTPOHHBIC He(l)I/IaTHBIG JCHBI'N (He PaBHBI TOCYAapCTBCHHBIM BaJ'II-OTaM).

OcHOBHBIE COBETHI MO O€30MacHOM paboTe ¢ FNEKTPOHHBIMU JECHBIAMMU:

1. TlpuBsku K cueTy MOOWUIBHBIN TenedoH. DTO camblii yIOOHBIH U OBICTPHIA CrOCOO
BOCCTAaHOBHUTH JOCTYN K cuery. [IpuBsizanHblii TernedoH MOMOXKET, eciau 3a0ynaellb CBOU
IUIaTEXHBIN MapoJib WM 3aiiJIelIb Ha CAalT C HE3HAKOMOT'O YCTPONCTBA;

2. Ucnonb3yit omHOpa3oBkie nmapoinu. [locne nepexoia Ha yCHIICHHYIO aBTOPHU3ALIUIO TeOe yxke
He OyZeT yrpoxkaTh OMACHOCTh KPa)XH WM MepexBaTa MIaTeKHOTO mapois;

3. BriOepu cioxHbIii maposb. [IpectynmHukam OyAeT He MPOCTO YrajaTh CIOXHBIA MMapoib.
HanexxHble mapoiu - 3To mapoiu, KOTOpbIe COAepKaT HE MEHee § 3HAKOB U BKIIIOYAIOT B ce0s
CTPOYHbBIC U MPOMHUCHBIE OYKBBI, IU(PHI U HECKOIHKO CUMBOJIOB, TaKHE€ KaK 3HAK J0JUIapa,
¢yHTa, BOCKIMIIATEIbHBIN 3HaK U T.1. Hanpumep, $tROng!;;

4. He BBOJIM CBOM JIMUHBIEC TAHHBIE HA CaliTaX, KOTOPHIM HE JIOBEPSCIIb.
DJIEKTPOHHAS MOYTA

DONEKTPOHHAs MOYTa - 3TO TEXHOJOTHS U MPEIOCTaBISIEMbIE €10 YCIYTH MO MEPEChUIKE U
MOJIYYCHHIO DJIEKTPOHHBIX COOOIIEHUI, KOTOPHIE PACHPENESIOTCS B KOMIIBIOTEPHON CETH.
OOBIYHO ~ DJIEKTPOHHBIM  TOYTOBBIA  SIMMK  BBITVIAAUT  CICAYIOIIMM  00pa3oM:
UMs_TIOJIb30BATEeNA(@UMSL_JOMEHAa.  Takke KpoMmMe  Tepedadyd  MpPOCTOTO  TEKCTa,
MMEEeTCsI BO3MOXKHOCTh TIepe/1aBaTh (pailiibl.

OCHOBHBIE COBETHI 110 O€30IMaCHON PadoTe C ISKTPOHHOMN MTOYTOM:

1. Hamo BbIOpaTh NpaBWIIbHBIN MOYTOBBINA CEpBUC. B MHTEpHETE €CTh OTPOMHBIN BHIOOP
OeCTUIaTHBIX MOYTOBBIX CEPBUCOB, OJTHAKO JyUIlIe JOBEPATHh TEM, KOTO 3HACIIh M KTO TEPBBIH
B PEUTHUHTE;

2. He yxka3piBall B NUYHOM mouTe JUYHYIO HHopMmamuio. Hampumep, nydiie BbIOpaTh
"My3bIKaNIbHBIN  (paHaT@" unu "pox2013" BMecto "Temal3";

3. Mcnonp3yil ABYXATAHYIO aBTOPU3ALUI0. JTO KOTJa MOMUMO NapoJisd HYyKHO BBOJIMUTH KO,
npuckiaemMelil mo SMS;



4. BoiOepu cliokHBIHM aposib. s Kaxka0ro moYyTOBOTO SIIIUKA JOJIKEH ObITh CBOM HAICKHBIMH,
YCTOMYUBBIN K B3JIOMY [1apoJib;

5. Eciu ectb BO3MOXHOCTH HalMCaTbh CaMOMY CBOM JIMYHBIA BOIIPOC, HCIIOJNB3YH OTY
BO3MOXXHOCTb;

6. cnonib3yii HECKOJIBKO MOYTOBBIX AIIUKOB. [IepBbIi 1151 YaCTHOM MEPENUCKHU C aIPECATAMHU,
KOTOPBIM ThI AOBEPSIENIb. DTO 3JIEKTPOHHBIA aApeC HE HAJIO UCIOJb30BaTh NPU PETUCTPALAN
Ha (opyMax U caitax;

7. He oTkpbIiBaii (ailyibl U Apyrue BIOKEHUS B MUChMax, JJa)Ke €CJIU OHM MPUIIIN OT TBOUX
npy3eit. JIydie yTouyHU y HUX, OTIPABIISUIN JIU OHU TeOe 3TU (ailiibl;

8. [locne okoHuaHUs PabOTHI HA MMOYTOBOM CEpPBHUCE MEpe]l 3aKPHITHEM BKJIAJIKH C CAUTOM HE
3a0y/ab HaXkaTh Ha "BeiiTu".

Ku6epOysIMHT MM BUPTYaJbHOE U3/1€BATEILCTBO

KI/I6Cp6y.HJII/IHF - [IpeCiICAOBAHUC COO6IIICHI/ISIMI/I, coacpKamumMu OCKOp6JICHI/I$I, arpeCcCuio,
34llyTUBAHUC; XYJIUIdaHCTBO, COLOHUAJIBHOC 60ﬁKOTHp0BaHH€ C TIOMOIIBIO PA3JINYHBIX
HHTCPHCT-CCPBUCOB.

OcHoBHBIE COBETHI MO 60pbOE ¢ KUOEPOYILTUHTOM:

1. He Opocatics B 60ii. JIydmuii cioco0: mocoBeTOBaThCS Kak ceOsl BECTU M, €CJIM HET TOT0, K
KOMY MOXHO OOpaTHTBCSA, TO BHayalle YCIOKOWTHCA. EcCTM Thl HayHeNmb OTBEYATh
OCKOPOJICHUSIMHU Ha OCKOPOJICHHSI, TO TOJIBKO €IIe OOJIbIIe pa30XIKelTh KOH(PIUKT;

2. Ynpanisai cBoel KubeppemyTammei;

3. AHOHUMHOCTbG B c€TH MHUMas. CyIIeCTBYIOT CIOCOOBI BBISICHUTH, KTO CTOUT 32 aHOHUMHBIM
aKKayHTOM;

4. He cTouT BecTH XyJIUTaHCKUM 00pa3 BUPTyaIbHOM XU3HHA. IHTEpHET (PUKCHUPYET BCE TBOH
JIEHUCTBUS U COXpaHSET UX. Y aIuTh UX OyAeT KpaiiHe 3aTPyAHUTEIbHO;

5. Cobmroait CBOIO BUPTYAIbHYIO Y€CTh CMOJIOAY;

6. Urnopupyii enuHuuHbli HeraTuB. OmgHOpPa30BbIe OCKOPOWUTENIBHBIC COOOIICHHS JTydlle
urHopupoBath. OOBIYHO arpeccust MpeKpaniaeTcss Ha Ha4aJlbHOM CTaIuu;

7. ban arpeccopa. B nporpaMmmax oOMeHa MTHOBEHHBIMH COOOIIICHUSMH, B COITMATBHBIX CETAX
€CTh BO3MOYKHOCTh OJIOKMPOBKH OTIPABKH COOOIIEHHUH C ONPEICICHHBIX aJIpECOB;

8. Ecnu TbI cBUAETEND KHOEpOysuMHra. TBOM NEHCTBUS: BRICTYNIUTh MPOTHUB MPECIea0BaTEeNs,
[I0Ka3aTh €My, YTO €ro JACHUCTBUS OLUEHHBAIOTCS HETATUBHO, MOAJEPKATHh KEPTBY, KOTOPOU
HY’KHA TICUXOJIOTUYECKAas ITOMOIIb, COOOITUTH B3POCIBIM O (paKkTe arpecCUBHOTO TTOBEICHUS B
CETH.

MoOuabHbIN TeaedoH

CoBpemenHbie cMapT(OHBI U TUIAHIIIETHI COepXKaT B ce0e BMOJTHE B3pOCHbIi (DYHKIIMOHAT, U
T€NEPh OHU MOTYT KOHKYPHPOBAaTh CO CTAallMOHAPHBIMHU KOoMIIbloTepamu. OJIHAKO, CPEICTB
3aIIUTHI JJIs1 TOAOOHBIX YCTPOMCTB MOKAa OYEHb Maio. TeCTUpOBAHKUE U MOUCK YSI3BUMOCTEH B



HUX MPOMCXOAMUT HE TaK MHTEHCUBHO, Kak mid [IK, To ke camoe kacaercs U MOOMIBHBIX
MIPUIIOKEHU.

CoBpemMeHHBIE MOOWJIBHBIC Opay3epbl YK€ NPAKTHYCCKH JOTHAIN HACTOJIbHBIC aHAJIOTH,
OJIHAKO pacliupeHue (PyHKIMOHAIa BJEYET 3a COOOW OOJIBIIYIO CIOKHOCTh M MEHBIIYIO
3aIUIIEHHOCTb.

Jlaneko He Bce MPOW3BOAUTENM BBIITYCKAIOT OOHOBJICHMSI, 3aKPBIBAIOIINE KPUTHUYECKUE
ySI3BUMOCTH /ISl CBOMX YCTPOMCTB.

OcCHOBHBIE COBETHI JJIs1 0€30MMaCHOCTH MOOUITLHOTO TeleoHa:

Huuero wne siBisieTcs mo-HacTosiieMy OecruiaTHbIM. Bynb ocToposkeH, Beab korja Tebe
npeaiaraloT 0eCIUIaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHUE-TO TJIATHBIE YCIYTH;

Hymaii, npexze yeM otrpaButh SMS, ¢hoto unu Buaeo. Tol TOUYHO 3HACIIB, TJI€ OHU OYIYT B
KOHEYHOM HuTOre?

Heo0xonumo 0OHOBIISATH OMEPAIIMOHHYIO CUCTEMY TBOETO cMapT(oHa;
Ncnonw3yii aHTUBUPYCHBIE MPOTPAMMBI JIJIsI MOOMIIBHBIX TEIC(HOHOB;

He 3arpy>1<a1‘/’1 MNPpUIOKCHUA OT HCHU3BCCTHOI'O HMCTOYHHKA, BCAb OHHU MOI'YT COACPIKATH
BPCAOHOCHOC IIPOTPAaMMHOC 06€CH€‘I€HI/I€;

[Tocite TOro KaK THI BRIWCIIB C CaiiTa, T/Ie BBOAMII JIMYHYIO HH(POPMAIIHIO, 3ai/I1 B HACTPOHKH
Opaysepa u ynaiau cookies;

HepI/IO,ZII/I‘IGCKI/I HpOBCpSIﬁ, KaKHC IVIATHBIC YCIIYI'M aKTHUBHPOBAHbI HAa TBOCM HOMCPC,

I[aBaﬁ CBOU HOMCD MOOMIILHOTO TGJ'I@(i)OHa TOJIBKO JIIOIAM, KOTOPBLIX Thl 3HACHIb U KOMY
AOBCPACHIb,

Bluetooth momken OBITH BBIKIIIOUEH, KOTJA Thl UM HE IMOJb3yenibcs. He 3a0piBail mHOTIA
IPOBEPSATH ITO.

Online urpsI

CoBpeMeHHBIE  OHJIAMH-UTPBI - 3TO KpPacO4YHbIE, 3aXBaThIBAIOLIME  pPa3BIICUCHUS,
OOBEUHSIONINE COTHH THICSY YEJIOBEK M0 BceMy MHUpPY. UTPOKH HCCIeayIOT TaHHBIA UM MUD,
OOIIAIOTCSA APYT C APYTOM, BBITIOTHSIOT 3aJaHUs, CPAKAIOTCS C MOHCTPAMU U TIOJTYYAIOT OTIBIT.
3a yI0BOJILCTBUE OHU IJIATAT: MOKYMAIOT UCK, OMJIAYMBAIOT a00OHEMEHT WUIIM NPUOOPETAIOT
KaKHe-TO OILUU.

Bce atu cpencTBa uayT Ha MOJJIEpKAHUE U PA3BUTHE UTPHI, a TAKXKE HA caMy 0€30MacHOCTh:
COBEPIICHCTBYIOTCS CHCTEMbI aBTOPU3AIlMU, BBIMYCKAIOTCS HOBble NaT4u (UUdpoBHIE
3aIUIaTKU JUIsl TPOTpaMM), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HOI[O6HBIX HUIrpax CTOUT OIIACAThCA HC CTOJIBKO CBOHMX COIICPHUKOB, CKOJIBKO KpaXHu TBOCTO
mapoJjisid, Ha KOTOPpOM OCHOBaHA CHUCTCMA aBTOpHU3allUH OOJILIITMHCTBA Hrp.

OCHOBHBIE COBETHI ITO0 0€30IIaCHOCTH TBOETO HUI'POBOI'O0 aKKAYHTA:

1. Ecnu apyroit urpok Benet ceds Mmioxo Wik co3AaeT Tede HEMPUSITHOCTH, 3a0JIOKUPYH €ro B
CIIUCKE UTPOKOB;



2. Iloxanyiics aiMHUHHCTpATOpaM MIPhbl HA IJIOXOE€ MOBEJIEHUE 3TOr0 UTPOKA, >KEIATEIbHO
MPWIOKUTH KAKHE-TO JOKa3aTeIbCTBA B BUJIE€ CKPUHOB;

3. He yxa3bIBaii TMuHy0 HH(POpMaLIHIO B Tpodaiiiie urpsl;
4. YBaxall Ipyrux y4aCTHHKOB I10 UTDPE;

5. He ycTanaBnuBaii HeouIMaibHbIe TATYU U MOJIBI,

6. Mcnionb3yii CIOXKHBIE U pa3HbIE MapOJIu;

7. Jaxke BO BpeMsl UT'PBl HE CTOUT OTKJII0YaTh aHTUBUPYC. I10Ka ThI Urpaelis, TBOM KOMIIBIOTED
MOT'YT 3apa3UTh.

@OUIINHT WA Kpaika JUIHbIX JaHHBbIX

OObIYHOM Kpakel JeHer U JOKYMEHTOB CEro/IHs YK€ HUKOTO HE YAWBHUIIb, HO C Pa3BUTUEM
UHTEPHET-TEXHOJIOTUH 3J0YMBIIIJICHHUKH TEPEMECTUIIUCh B HWHTEPHET, W TPOJOJDKAIOT
3aHUMATHCA ""TTIOOUMBIM'" 1E€JIOM.

Tak mosiBUiIach HOBasl Yrpo3a: MHTEPHET-MOIICHHMYECTBA WM (DUIIMHT, TJIABHAS IIEJb
KOTOPOTO COCTOUT B TMOJIyYEeHUH KOH(UIECHIMUAIBHBIX JTaHHBIX TOJb30BaTeNel - JIOTHHOB U
naposeil. Ha anrnuiickom si3bike phishing unraercs kak ¢pumunr (ot fishing - peiOHast noBs,
password - mapoub).

OcHoBHBIE COBETHI IO OOpHOE C QUITUHTOM:

1. CJIGI[I/I 3d CBOMM aKKayHTOM. Ecnu th1 Imoao3peBaciib, 4YTO TBOA aHKCTA ObL1a B3JIOMaHa, TO
H€O6XO,III/IMO 336HOKI/Ip0BaTB cCu COO6I_HI/ITI> AIMUHHUCTpATOpaM peCypca 00 3TOM KaK MOKHO
CKOpcEce,

2. Ucnonw3yii Ge3omacHple BeO-CalWThl, B TOM YHCIIE, MHTEPHET-MAara3uHOB W TIOMCKOBBIX
CHCTEM;

3. Hcnonb3yil CIOXKHBIE W pa3Hble Mapoiad. Takum o0pa3oMm, eciu TeOs B3JIOMAIOT, TO
3JI0YMBITIIVICHHUKY TTOTYy4YaT JOCTYH TOJIBKO K OHOMY TBOEMY MPOQUITIO B CETH, a HE KO BCEM;

4. Ecim TeOs B3JIOMaNIA, TO HEOOXOJUMO MPEAYIPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOPHIC
100aBJICHBI y TEOS B APY3bsIX, O TOM, UTO T€OsI B3JIOMAJIA ¥, BO3MOKHO, OT TBOETO UMEHH Oy 1eT
PacChUIATHCS CIIaM U CCHUIKM Ha (PUIITMHTOBBIC CAMTHI;

5. YcranoBu HanexHbli napons (PIN) Ha MoOunbHbI TenedoH;
6. OTKII0YM COXpaHEHHE IapoJis B Opaysepe;

7. He oTkpbIBail ¢aiiipl U Apyrue BIOKEHHS B MUChbMaX, JaKe €CIM OHU MPUIILUTH OT TBOUX
npy3eit. JIydine yTouHr y HUX, OTIIPABIISUTH JIM OHH TeOe 3Th (paiiibl.

Mu¢posas penyranus

[udposas penmytanus - 5TO HETaTWBHAS WJIM TO3UTHBHAs WHGOpMamus B CETH O TeOe.
Kommpometupyromas nadopmaius, pa3MenieHHas B UHTEPHETE, MOXKET CEPbe3HBIM 00pa3oM
OTpa3uThCA Ha TBOEH peanbHOM xu3HU. "L{udpoBas penyramus’ - 370 TBOM UMUK, KOTOPBIA
dbopmupyetcst u3 uHPopmaluu o Tede B UHTEPHETE.

TBOEe MecTO )KUTENbCTBA, Y4eObl, TBOE (DPMHAHCOBOE MOJIOKEHHE, OCOOEHHOCTU XapakTepa u
pacckasbl 0 OJIU3KUX - BCE 3TO HAKATUIMBAETCS B CETH.



MHoTHEe TOAPOCTKH JIETKOMBICIICHHO OTHOCSTCS K MYyOJHMKAlUd JUYHOW WH(POpMAWH B
WNuTepHeTe, HE MOHUMAs BO3MOXKHBIX TTOCIIeICTBUN. ThI Tayke HE CMOXKEIIb I0TaAaThCsl O TOM,
gyto Qororpadus, pasMenieHHas S5 JIeT Ha3ajd, CTajJla MPUYWHOW OTKa3a MPHUHATHL TeOs Ha
pabory.

Kommenrtapuu, pasmenienre TBoux (ororpaduil U apyrue ASMCTBUS MOTYT HE HMCYE3HYTh
Jake IMOCJe TOro, Kak Thl UX YJalHIlb. Thl HE 3HA€llb, KTO COXpPaHWJI 3Ty WHPOPMAIIHIO,
ronajia JId OHa B IIOMCKOBBIE CUCTEMBI U COXPAHUIIACH JIU OHA, a TJIABHOE: YTO IOJYMAIOT O
TeOe OKpY>KaIoIIUe JIIOIHU, KOTOpble HAUAYT U YBUAAT 3T0. HaliTn mHpopMaluio MHOTO JIeT
CIIyCTS CMOXET JIF000i - KaK U3 A0OPBIX MOOYKIECHUH, TaK U C HAMEPEHUEM MPUYUHUTH BPE/I.
3TO MOXET ObITh KTO YTOJIHO.

OcHOBHBIE COBETHI MO 3a1UTe HU(POBOM pernyTaruu:

1. IMomgymaii, mpexxkae 4yeM UYTO-TO MyOJMKOBAaTH W TiepenaBaTh y cels B Oyiore wid B
COIIMAJIbHOM CETH;

2. B nactpoiikax npo¢uis yCTaHOBH OIpaHUYEHUS HA MPOCMOTP TBOEro Mpoduis U ero
COJIEP’KUMOT0, C/IEJIail €ro TOJIBKO "1J1s apy3ei';

3. He pa3memniaii u He yka3biBaii HHPOpPMAIIMIO, KOTOPasi MOXKET KOTro-JIMOO OCKOPOJIATh WU
00MXaTh.

ABTOpCKOe IPaBo

COBpGMGHHLIG IMKOJBHUKHU - aKTHBHBIC ITIOJIb30BATCIIN HH(prBOTO IMPpOCTPAaHCTBA. OI[HaKO
JaJICKO HC BCC 3HAIOT, YTO ITOJIB30BAHUC MHOT'MMH BO3MOXHOCTAIMU IlI/I(I)pOBOFO MHpa Tpe6yeT
CO6JIIOI[€HI/I}I IMIpaB Ha HHTCIUICKTYAJIbHYIO COOCTBEHHOCTb.

Tepmun "WHTEIUIEKTyanbHass COOCTBEHHOCTh' OTHOCHTCS K Pa3JIMYHBIM TBOPECHHUSM
YeIIOBEUYEeCKOr0 yMa, HauyWHas C HOBBIX M300peTeHHH U 3HAKOB, 0003HAYAIOIINX
COOCTBEHHOCTh Ha TMPOAYKTHI W YCIYIHM, W 3aKaHuuWBas KHHUTamu, Gororpadusmu,
KAHO(PMIBMaMU U MY3bIKaJIbHBIMH ITPOU3BEICHUSIMH.

ABTOpCKHE TIpaBa - 3TO MpaBa HAa WHTEIUIEKTYallbHYI0O COOCTBEHHOCTh Ha MPOU3BEACHUS
HayKH, JUTEPATYPbl U UCKYCCTBA. ABTOPCKHE MIpaBa BBICTYNAIOT B KAUECTBE TApPAHTHU TOTO,
YTO WHTEJUICKTYaJIbHBIN/TBOPUYECKUII TpyJ aBTopa HE OyAeT HampacHbIM, JacT €My
CIpaBeNIMBBIE  BO3MOXXHOCTH  3apaboTaTh  Ha  pe3ynbTaTax  CBOETO  Tpyna,
MOJIYYMTh U3BECTHOCTh M Tpu3HaHuWe. Hwukro 03 paspemieHus aBTOpa HE MOXKET
BOCIIPOM3BOJIUTHh €r0 TPOU3BEACHHE, PACHPOCTPAHITh, MYyOJUYHO JIEMOHCTPUPOBATH,
MIPOJABATH, MMIIOPTHPOBATH, ITyCKaTh B IIPOKAT, myOJTUIHO WCTIOJIHSATD,
MOKAa3bIBaTh/UCTIONHSATH B d(upe win pa3meniats B MiHTepHeTe.

Hcnonp3oBanue "mupaTckoro" MporpaMMHOIO OOECHEYEHUsS MOKET MPUBECTH K MHOTUM
pUCKaM: OT MOTE€PU JaHHBIX K TBOMM aKKayHTaM 10 OJIOKHUPOBKH TBOETrO YCTPOWCTBA, Te
YCTAaHOBJIEHAa HeJerajabHas mnporpamma. He cTouT Takxe 3a0bIBaTh, 4YTO CYIIECTBYIOT
neranbHble U O€CIUIaTHBIE MPOTPAMMBbI, KOTOPBIE MOKHO HAUTH B CETH.

O nopraJie

CeteBu4oK.pd - TBOI IIaBHBIN COBETUUK B CETU. 3]1€Ch Thl MOXKEIIb Y3HATh O OE30MACHOCTHU
B CETU MOHSATHBIM M JOCTYITHBIM SI3IKOM, & NP BO3HUKHOBEHHM KPUTHUYECKOW CHUTYyalluU



00paTUTBCS 3a COBETOM. A TaKKe MPHUHATh y4acTUE B KOHKypcax U CTaThb CaMbIM LU(POBBIM
IrpaKIaHUHOM !

4. uadopmarus, MOOYXKIaroIIasi 1eTe K COBEPIICHUIO TEUCTBUMN, IPEACTABISIOMIUX YTPO3Y
UX KU3HU U (UJIK) 3[I0POBBIO, B T.4. IPUYUHEHHIO BpEJia CBOEMY 3/10pPOBbIO, CAMOYOUICTBY;

5. cmocoOHOCTh BbI3BaTh y JETEH KelaHue YHNOTPeOUTh HAPKOTUYECKHUE CPEJNICTBA,
MICUXOTPOMNHbIE U (WJIK) OAypMaHUBAIOIINE BEIIECTBA, TA0AYHbIE U3JEIUS, AJKOTONBHYIO U
CHOUPTOCOJECPKAILYIO TMPOAYKIHMIO, MUBO W HANUTKU, U3TOTABIMBAEMbIE Ha €ro OCHOBE;
MPUHATh y4acTHE B a3apTHBIX WUrpax, 3aHUMATHCS MPOCTUTYLHEH, OpPOJSKHUYECTBOM WIIU
MONPOLIANHUYECTBOM,;

6. 00OCHOBBIBAIOIIAS WJIM OIpPAaBJbIBAIOIIAs JOIMYCTUMOCTh HACWIUS U (WJIM) >KECTOKOCTH
1160 moOysK1aroIiasl OCyIIeCTBISATh HACWJILCTBEHHBIE JCHCTBUS 110 OTHOIICHUIO K JIIOJISAM U
KUBOTHBIM;

7. oTpunaronias ceMerlHbIe IEHHOCTH U (HOpMUPYIOIIas HEYBaKEHUE K POJAUTENISIM U (WIIN)
JIPYTUM 4JICHaM CEMbHU;

8. ompap/bIBaIoNIasl MPOTUBONPABHOE MOBECHUE;
9. copeprkaiiasi HEIICH3YpHYIO OpaHb;
10. cogepxaias nHGOPMALIKIO MOPHOTPAPUUECKOIO XapakTepa.

K wundopmanmm, pacrnpocTpaHeHHE KOTOPOH OTPaHMYEHO Cpelau AEeTeil OINpeesIeHHOTrO
BO3pacTa, OTHOCHUTCS:

1. wmadopmanus, TpeacTaBiIseMas B BUJEC H300pKCHUS WM OINHUCAHUS >KECTOKOCTH,
buzudeckoro - u (WJIM) TICUXUYECKOTO HACHJIHAL, MPECTYIUICHUS  WJIM  WHOTO
AHTUOOIIIECTBEHHOTO ICUCTBH;

2. BBI3BIBAIONIAsl Yy JeTed cTpax, y»ac WIM [aHWKy, B T.4. TPEICTaBlsieMas B BHJE
U300pa)KEeHUsT WM ONMUCAaHUS B YHIDKAIONIEH YeJIOBEYeCKOe JOCTOMHCTBO  (opMme
HEHACWJILCTBEHHOUW CMEpTH, 3a00JIeBaHMsI, CAMOYOUICTBA, HECUACTHOTO Cydas, aBapuu WA
KatacTpodbl U (WIIN) KX MOCICACTBUIA;

3. mpencraBiseMass B BUJE H300pa)K€HUS WX OIKMCAHUS ITOJIOBBIX OTHOIICHHH MEXTY
MY>KUYMHOU U KEHIIUHOW;

4. comeprkaiasi OpaHHbBIE CIIOBA U BRIPAKEHUS, HE OTHOCSIIHUECS K HEICH3YPHOU OpaHHU.

C ygetoMm storo Bam mpennararorcsi mpaBuia paOoTel B ceTd VHTEpHET A pa3iIndHBIX
BO3PACTHBIX KAaTETOPHiA, COOIOICHHE KOTOPBIX MO3BOJHUT O0ECNeYnTh MHGOPMAIMOHHYIO
0€30MacHOCTb BallNX JCTEH.

O01mme npaBuJia i poauTesie

1. HezaBucumo oT Bo3pacTa pedeHKa UCIO0JIb3YITE NPOrpaMMHOE 00eCTIeUeHHE, TOMOTalolee
buIbTpOBaTh W KOHTPOJUPOBATH MH(POPMAIMIO, HO HE TOJAraiTech MOJTHOCTHIO HA HETO.
Baiie BHUMaHue K peOEHKY - TJIaBHBIN METOJ] 3aIlIUTHI.

2. Eciu Bam peOeHOK MMeeT aKKayHT Ha OJHOM U3 colualibHbIX cepBucoB (LiveJournal,
blogs.mail.ru, vkontakte.ru u 1.11.), BHUMaTENBHO U3YyUUTE, KAKyI0O UHPOPMAIUIO TOMEILAIOT
€ro y4aCTHUKH B CBOUX MPOPuiIsix U Oyiorax, Bkiatouas Gpororpaduu U BUACO.



3. IlpoBepbTe, ¢ KaKUMHU JIPYTUMU CaliTaMH CBA3aH COLMANbHBIA cepBUC Baiero pedeHka.
Crpannuku Bamero pebeHka MOryT ObITh 0€30MaCHBIMHU, HO MOTYT U COJIEpKaTh CChUIKM Ha
HEXEJIaTeJIbHbIE M ONACHBIE CalThl (HAaNpUMeEp, HOPHOCANT, WM CAMT, HA KOTOPOM JpYyr
YIOMHHAET HOMEpP COTOBOTro Tesnedona Bamero pedenka unu Bam gomamnuii agpec).

4. Tloompsiite Bamux nereld cooOmark 000 BCEM CTpaHHOM WM OTTaJKMBAIOIIEM U HE
CJIIMLIIKOM OCTPO pearupyiire, Koraa OHM 3TO J€1aroT (M3-3a ONACeHUsl MOTEPATh JOCTYI K
WNuTepHeTy 1IeTH He TOBOPAT POJIUTENSAM O MpodiemMax, a Tak)Ke MOTyT Ha4aTh UCIHOJIb30BaTh
WNuTepHeT BHE 1O0Ma U LIKOJbI).

5. bynpre B Kypce ceTeBoil *ku3HM Bamero pebenka. MHrepecyiitech, KTO MX JIpy3bs B
HNHTepHeT Tak ke, Kak UHTEPECYeTeCh PEaJIbHbIMU APY3bIMU.

Bospacrt ot 7 10 8 ser

B HurepHere peOeHOK cTapaercs MOCETUTh T€ WM UHBIE CAaWThl, a BO3MOXHO M YaThl,
pa3peleHue Ha OCELEHNE KOTOPhIX OH HE MOIy4ymi1 Obl OT poauteneil. [loatomy poautensim
OCOOEHHO TMOJE3Hbl OYIyT T€ OTYEThbl, KOTOpPbIE MPEAOCTABISAIOTCS MPOrpaMMaMH IO
OrpaHWYEHUIO HCNOJb30BaHusd WHTepHera, T.e. PoauTenbCkuil KOHTPOIb WM TO, YTO BbI
CMOJKETe YBHUJIETh BO BpeMEHHBIX (haiinax. B pe3ynbrare, y pebeHka He OyAeT OllyIIeHHs, YTO
32 HUM BEJETCS MOCTOSIHHBIA KOHTPOJIb, OAHAKO, POJUTEIN OYAYT MO-MPEKHEMY 3HATh, KAKUE
caiThl moceniaeT ux pedeHok. Jletu B JaHHOM Bo3pacTe 00J1a1at0T CUIbHBIM YyBCTBOM CEMbH,
OHHU JIOBEpYMBBI U HE COMHEBAIOTCS B aBTopuTeTax. OHM JIOOSAT UTpaTh B CETEBBIE UIPHI U
IIyTEIECTBOBATH 110 MIHTEpHETY, NCIIOJIB3YsI ANEKTPOHHYIO ITOYTY, 3aXOJUTh HA CAUTHI U YaThl,
HE PEKOMEHI0BAaHHBIE POAUTEIIAMH.

CoBeTsl 110 6e3011acHOCTH B ceTu VIHTepHeT 1y1s1 nereit 7-8 et

1. Co3pmaiiTe CHUCOK JOMAIIHUX TPaBWI TocenieHuss MHTepHeTa TpW ydacTUHW JAeTed u
TpeOYHUTE €ro BHITIOJTHCHUS.

2. Tpebyiite or Bamero peGeHka coOMIOJACHUS BpPEMEHHBIX HOPM HaXOXICHUS 32
koMriibtoTepoM. [lokaxkute pebeHky, uro Bel HaGmogaere 3a HUIM HE OTOMY uTO Bam 310
XO0YETCs, a MOTOMY 4TO BbI 0€CITOKOUTECH O €ro 6€30MaCHOCTH U BCET1a TOTOBBI €MY ITOMOYb.

3. KommbroTep ¢ moakmodeHrneM K MHTEpHETY JOMKEH HaXOAUThCS B 00IIel KOMHATE O
MIPUCMOTPOM POJUTEINIEH.

4, HCHOHBSYﬁTe cricouajJabHBIC ACTCKHUEC IIOMCKOBBIC MAallINHEI.

5. Hcnonw3ylite cpeactBa OJIOKHPOBAHMS HEXKEIATEIIBHOTO KOHTEHTAa KaK JOMOJHEHHE K
CTaHAAPTHOMY POIUTETECKOMY KOHTPOIIIO.

6. Co3maiiTe ceMeiHBIN AJIEKTPOHHBIN SIIUK, YTOOBI HE TTO3BOJIUTH JACTAM UMETh COOCTBEHHBIC
azpeca.

7. brokupyiTe AOCTYyNn K caiiTaM C O€CIJIaTHBIMM IOYTOBBIMU SIIITUKAMH C ITOMOIIBIO
COOTBETCTBYIOIIIETO MPOrPaMMHOTO 00€CIICUEHHUS.

8. [Ipuyunte nereii copetoBaThes ¢ Bamu nepes ony0irkoBaHHEM Kakoil-mu0o nuHpopmanuu
CpeACTBAMHU 3JIEKTPOHHOM MOYThI, YATOB, PETUCTPAIIMOHHBIX (POpM U npoduiiei.

9. Hayuute nereii He 3arpyxaThb (pailyibl, IpOrpaMMbl UM MY3bIKY 0€3 Balllero COrjiacusi.



10. He pa3petaiite 1eTsSM UCIOIB30BAThH CIY>KObI MTHOBEHHOTO OOMEHA COOOIICHUSIMH.

11. B "Oenplil" cnucok calTOB, pa3pelIEHHBIX IJIS MOCEUIEHUS, BHOCUTE TOJIBKO CAlThI C
XOpOllIEeN penyTanuei.

12. He 3a0niBaliTe OecenoBath ¢ 1eThbMU 00 UX JIpy3bsix B HTepHETe, Kak eciii Obl peub Iija
O IPY3bsiX B peajqbHOMN KU3HU.

13. He pemnaiite "taby" u3 BOIpOCOB MOJOBOM KU3HM, TaK KaK B IHTepHETE 1eTH MOTYT JIETKO
HATKHYTBCS Ha OPHOTpadUIo WM CalThI "5l B3pOCHbIX".

14. Ilpuyuure Bamero pedbenka cooOmaTe BaM 0 JHO0BIX YIpo3ax WM TPEBOTax, CBA3aHHBIX
¢ UnTepueroM. OcTtaBaiiTech CHOKOMHBIMU M HAIIOMHHUTE JE€TSM, YTO OHM B O€30MacHOCTH,
€CJIM CaMM paccKa3ajd BaM O CBOMX TpeBorax. IloxBanure ux u MocoBeTyHTe MOJONTH elle
pa3 B MOAOOHBIX CIyYasx.

Bo3pacTt gereii oT 9 10 12 et

B JaHHOM BO3PaACTC MOCTH, KaK IIPABUJIO, Y>KC HACIIbIIIAHBI O TOM, KaKada I/IH(l)OpMaIII/ISI
CymicCTBYCT B HHTCpHCTe. COBepIIIGHHO HOpPMAJIbHO, YTO OHH XOTAT 3TO YBUIACTH, IPOUCCTD,
YCIIbIIATD. HpI/I 9TOM HYXKHO IIOMHHTDB, YTO JOCTYII K HCKCIIATCIbHBIM MAaTCpHUaiaM MOKHO
JICTKO 336HOKI/IpOBaTb IMpu MoMo1mun CpeCiacCTB POIII/ITGJIBCKOFO KOHTPOJIA.

CoBeTsl 110 0€30I1aCHOCTH I AeTeit oT 9 1o 12 ner

1. Co3zpaiiTe CHUCOK OMAIIHUX NpaBWJI MocemieHuss VHTepHeT mpu ydacTuu JeTed u
TpeOyiTE ero BHIMOIHEHUS.

2. TpebyiiTe ot Bamiero pe6enka co0t01eHUsI HOPM HaXOXKACHHS 32 KOMITBIOTEPOM.

3. HaGmomaiite 3a pebGeHkoM mpu paboTe 3a KOMIIBIOTEPOM, IMOKKUTE €My, 4TO Bbl
OecroKoUTeCh 0 ero 6e30MacHOCTU U BCETJ]a TOTOBBI OKa3aTh €EMY IMOMOIIIb.

4. KomnproTep ¢ MOAKIIOYCHUEM B MIHTEpHET MOKEH HAXOJUThCSA B OOIIEH KOMHATE IO
MIPUCMOTPOM POJIUTEIIEH.

5. Hcnonw3ylite cpenactBa OJIOKHPOBAHMS HEXKENATCIIPHOTO KOHTEHTAa KaK JOMOJHEHHE K
cTaHJapTHOMY PoUTENbCKOMY KOHTPOJIIO.

6. He 3a0piBaiiTe mpUHUMATh HEMOCPEICTBEHHOE y4acTHE B KU3HU peOeHka, OecenoBaTh C
IeTbMHU 00 uX JIpy3bsix B HTepHETE.

7. HactauBaiiTe, 4ToOBI I€TH HUKOT/Ia HE COTJIAIIAINCH HA JTUYHBIE BCTPEUYH C IPY3bsIMU TIO
HNHuTepnery.

8. Tlo3BoustiiTe EeTSIM 3aXOIUTh TOJIBKO Ha CaMTHI M3 "Oeoro" crucka, KOTOPBIA co3danTe
BMECTE C HUMH.

9. IlpuyunTte nereid HUKOrAA HE BbIJABATH JUYHYIO MH(OPMALIUIO CPECTBAMU JIEKTPOHHON
MOYTHI, YaTOB, CHCTEM MTHOBEHHOTO OOMEHa COOOIIECHUSIMHU, PETUCTPAIMOHHBIX (OpM,
JTUYHBIX podUIIeH 1 IpH PETUCTpaIiiy Ha KOHKYpChl B IHTepHeTe.

10. Ilpuyuute neteit He 3arpykaTh mporpamMmel 6e3 Baiiero paspeuiennsi. OObACHUTE UM, YTO
OHM MOTYT CIy4YalHO 3arpy3uTh BHUPYCHl WJIM JIPYTO€ HEXKEIATEIbHOE IPOTPAMMHOE
oOecrieueHue.



11. Co3zpaiite Bamemy peOeHKY OrpaHMYEHHYIO YUYETHYIO 3amuch s paboThl Ha
KOMIIBIOTEPE.

12. IIpuyuure Bamero pedbenka cooOmaTe BaM 0 JHOOBIX YIpo3ax WM TPEBOTax, CBA3aHHBIX
¢ Nurepnerom. HamomuuTe neTsM, 4To OHU B 0€30IIaCHOCTH, €CJIM CAMM PacCcKasajd BaM O
CBOMX TPEBOT'aX U OMACEHUSIX.

13. Pacckaxkure netsim o nopHorpaduu B UHTEpHETE.

14. HacrauBaiiTe Ha TOM, 4YTOOBI JETU MPEAOCTABISUIM BaM JOCTYIl K CBOEH 3JIEKTPOHHOMN
MoYTe, YTOOBI BbI YOSAUINCH, YTO OHU HE OOIIAIOTCS C HE3HAKOMIIAMH.

15. O0BscHUTE ACTSAM, YTO HEJb3sl UCIOIB30BaTh CETh ISl XYJIUTAaHCTBA, PACIIPOCTPaHEHUS
CIUIETEH WUJIU yTPO3.

Bospacrt ngereii ot 13 xo 17 ger

B »TOoM BO3pacTe MOAPOCTKA AKTHUBHO MCIOJB3YIOT MOUCKOBBIE MAIIWHBI, MOJIB3YIOTCA
AJIEKTPOHHOM MOYTOH, CIIy’kK0aMHU MTHOBEHHOT'O OOMEHa COOOIICHHUSIMHU, CKAaUUBAIOT MY3bIKY
U GuabMbl. MajgpurikaM B 3TOM BO3pacTe OOJIbIIe 10 HPaBy CMETaTh BCE OIpaHUYCHUsS, OHU
KaXKIYT TPpyOOTO FOMOpa, a3apTHBIX UTP, KAPTUHOK "1t B3pOCHbIX". J[eBOUKH MTPETOYUTAIOT
o0marbcsi B 4arax, NMpPU 3TOM OHHM Topa3no Oojee YyBCTBUTENBHBI K CEKCYyaJlbHBIM
noMoraTtenbcTBaM B IHTEpHETE.

3ayacTyro B JaHHOM BO3pAcTe POAMUTENSIM YK€ BECbMa CII0KHO KOHTPOJIUPOBATH CBOUX JIETEH,
Tak kKak 00 MHTepHeTe OHM yXe 3HAIOT 3HAYUTENBbHO OoJibllle CBOUX poauTeneil. Tem He
MEHee, He OTITyCKaiiTe ferei B "cBoOoaHoe maBanue” mo MHrepHety. Crapalitech akTHBHO
y4acTBOBATh B 00IIeHNH pebeHka B IHTepHeTe.

Baxxno mo-npexkHemy ctporo cobOnrofaTh npaBuia MHTepHET-0€301acHOCTH - COTJAlIeHUE
MEXIYy POAUTENIMH U neThbMU. KpoMe Toro, He0OX0AMMO KaK MOXKHO Yallle MpoCMaTpUBaTh
oTYeThl O JesTtenbHOCTH Jnereil B UWHrepHere. Cnenyer oOpaTUTh BHHMaHHE Ha
HEOOXOJMMOCTh  COZACpPKaHUS POAUTENbCKUX Tapojed (mapojied aaMUHUCTPATOPOB)
B CTPOT'OM CEKpeTe U 00paTUTh BHUMAaHHUE HAa CTPOTOCTh ITUX MapOJIei.

CoBeThl 110 6€301TaCHOCTH B 3TOM Bo3pacte oT 13 10 17 net

1. Co3paiiTe cniMCcOK JOMAUIHUX MpaBwWII nocelieHus: MiuTepHeTa npu y4yacTuu NOJPOCTKOB U
TpeOyiiTe 6e3yCIOBHOTO €ro BhIMoMHEeHUs. OOTOBOpPUTE C PEOCHKOM CIHCOK 3alpeIIeHHBIX
caiitoB ("uepHblli cmHcok"), yackl paboThl B MHTEpHETE, PYKOBOACTBO MO OOIIECHHIO B
NutepHere (B TOM YUCIE B YaTax).

2. KommbioTep ¢ mogkimtoueHneM K cetd HTepHET N0KEeH HaXOIUThCS B O0Iei KOMHATe.

3. He 3a0wiBaiiTe OecemoBaTh ¢ 1eTbMH 00 WX IpYy3bix B IHTepHETE, O TOM, YeM OHU 3aHSTHI
TakKUM 00pa3oM, OyATO pedb UIET O APY3bAX B peasibHOW ku3HU. CHpaliuBaiTe o JIOASX, C
KOTOPBIMH JIETH OOIIAOTCS MMOCPEICTBOM CJIYKO MTHOBEHHOT'O OOMEHA COOOIIEHUSIMH, YTOOBI
yOeIUTHCS, YTO ITH JIFOJAW UM 3HAKOMBI.

4. Vcnonp3yiiTe cpenctBa ONOKMPOBAHUSI HEXKEIATEIBHOTO KOHTEHTA KakK JOMOJIHEHUE K
CTaHIAPTHOMY POANTENBECKOMY KOHTPOJIIO.

5. Heo6xoauMo 3HaTh, KAKUMH YaTaMHU 10JIb3yt0Tcs Bamu getu. [oompsiite ucnoias3oBaHue
MOJIEPUPYEMBIX YaTOB U HACTAaMBailTe, YTOOBI JETH HE OOIIAIUCH B TPUBATHOM PEKUME.



6. HactauBaiite Ha TOM, 4TOOBI JIE€TH HUKOI/Ia HE BCTPEUAIUCH JTUYHO C JAPY3bSIMH U3 CETHU
HNuTepHer.

7. Ilpuyunte neTedl HE BblAABaTh CBOIO JMYHYIO MH(OpPMAILMIO CPEICTBAMHU 3JIEKTPOHHOU
MOYThI, YaTOB, CHCTEM MTHOBEHHOTO OOMEHa COOOUIEHUSIMU, PETUCTPALMOHHBIX (OpM,
JUYHBIX NpouUiIe U NpU perucTpauu Ha KOHKypcsl B IHTepHeTe.

8. [IpuyunTte nereit He 3arpykarh nmporpammbl 6e3 Barmero paspemenusi. O0bSICHUTE UM, UTO
OHA MOTYT CIIy4YallHO 3arpy3uThb BHPYChl WM JPYro€ HEXKEIATEIbHOE IMPOrPaMMHOE
oOecrieueHue.

9. Ilpuyunre Bamero pebenka cooOuiaTh BaM O JHOOBIX yrpo3ax WK TPEBOTaX, CBA3AHHBIX C
WNurtepnerom. HanmoMuute nersm, 4ro oHU B 0€30MaCHOCTH, €CIIM CaMM paccKa3ajd BaMm, O
CBOMX yrpo3ax wiM TpeBorax. [loxBaiute ux u MOCOBETYWTE MOJONTH €elle pa3 B MOJOOHBIX
CIIy4asiX.

10. Pacckaxute neram o nopHorpaduu B MHTepHere. [lomorute UM 3allUTUTHCS OT criama.
HayuuTe nonpocTkoB He BblIaBaTh B IHTEpHETE CBOEr0 peaJbHOIO ANEKTPOHHOTO ajpeca, He
OTBEUYATh HA HEXEJATeNbHbIE MIChMa U UCIIOJIb30BaTh CHEIMAIbHbIEC TOUYTOBbIE (PUIIBTPHI.

11. Ilpuyuute ceOst 3HAKOMUTHCS € CalTaMU, KOTOPbIE TTOCEIIAIOT MOAPOCTKH.

12. Hayuurte neredl yBakaTh IPYrMX B MHTEpHETE. YOenauTech, YTO OHMU 3HAIOT O TOM, YTO
paBujia XOPOIIETO MOBEACHUS JEUCTBYIOT BE3JIE - 1a’K€ B BUPTYAJIbHOM MUDE.

13. OObsAcHUTE AETSIM, YTO HU B KOEM CITy4dae HeJb3sl UCMOoIb30BaTh CeTh NSl XyJIUTaHCTBa,
pacnpoCTpaHeHHs CIUIETEH WK yTpo3 APYTHUM JIIOISIM.

14. OGcyaute ¢ MOAPOCTKAMH MPOOJIEMBI CETEBBIX a3apTHBIX UTP M UX BO3MOXKHBIN PHUCK.
HanomuuTe, 4TO 1€TH HE MOTYT UTPATh B 3TU UTPHI COTIACHO 3aKOHY.

[locTossHHO KOHTpoONUpyWTEe wHcHoiab30Banue WMHTepHera Bammm pebenkom! 310 He
HapyILIEHHE €ro JINYHOTO MPOCTPAHCTBA, a Mepa MPEJOCTOPOKHOCTH U NposiBiIeHUEe Bamei
POJIUTEIHCKON OTBETCTBEHHOCTH U 3a00THI.



